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Abstract. In the paper we present an improved version of multistage
hashing based algorithm, used to find frequent items in a stream. Our
algorithm uses low-pass filters instead of simple counters, so it concen-
trates more on recent items and ignores the old ones. Such behaviour
is similar to sliding window based algorithms, but requires less memory
and is suitable for real-time applications. The algorithm continuously
gives estimates of frequencies of the most frequent items. It was tested
with streams having various frequency distributions and proved to work
correctly.

1 Introduction

Identifying frequent items in a stream is an important task in various fields of
computing, e.g. network traffic, database workload or search engine workload
analysis. The problem is complex, because it is usually not possible to store
even a small fraction of the data from the stream in the memory for later offline
analysis. There is usually too much data per a unit of time. It is also difficult
or even not possible to attach a counter to each item category. For example if
we had to analyze network flows described as a pair of IPv4 addresses each, we
would have 254 potential flows to monitor. Even though we would never see most
of them, the number of those seen would still reach several hundred thousands
(1].

Fortunately, the number of interesting frequent item categories is usually rel-
atively small compared to the number of all item categories. They are called
heavy-hitters. In most applications, only the heavy-hitters are taken into consid-
eration. For instance, a database administrator would like to know the queries
having the largest impact on the system’s load, i.e. the most frequent and the
longest ones. These queries should be optimized first and, if further optimization
is not possible, then probably they are good candidate for caching. The same
applies to tuning a web query engine. In network traffic monitoring it is also
required to know the largest packet flows in order to prevent denial of service
attacks (DOS).
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Apart from that we observe a need for not only finding frequent items in
the whole stream, but just in the most recent part of it. This is due to the fact,
that frequencies of the items may significantly change over time. This is the case
of a sudden DoS attack or when a new version of software using a database is
installed. In the abovementioned applications we are usually more interested in
the statistics from the last 10 minutes than from before 3 months.

2 Problem Definition

Consider a stream of items where each item belongs to one of N categories.
The N can usually range from hundreds to several millions. Each item category
can appear more than once. The number of items is unlimited and not known
in advance. Each item can be read only once — it is not possible to rewind or
restart the stream. The algorithm must answer queries about the k most frequent
categories that were recently seen. It should also estimate the frequencies of these
items. The queries can be sumbitted and must be immediately answered at any
time. By the recently seen items we understand the items that appeared within
a time window beginning at ¢, — 7, and ending at t,, where t, is the time of
submission of the query and 7, is a constant window size.

An ideal algorithm would give all and only k categories with their corre-
sponding frequencies. If some frequent item is missing from the result set, it is
called a false negative. If some non-frequent item is reported, it is called a false
positive. Usually it is sufficient to have an algorithm that reports no false nega-
tives and only a few false positives. False positives can be detected and removed,
but this usually requires additional memory.

3 Prior Work

The problem of finding frequent items in a stream of n items has been studied
for over past two decades. The earliest algorithm [2] guaranteed to find the item
that occurred more often than for half of the time. This was further generalized
by Misra and Gries to k items with frequencies higher than 1/(k + 1) by using
k counters [3]. These algorithms required additional second pass to estimate the
exact frequencies of found items and to prune the infrequent items that could
be also found in the output. This second pass could be omitted in case false
positives were tolerable and no estimation of item frequencies were required. The
time complexity of the Misra-Gries algorithm was further improved by usage of
more sophisticated data structures [4], but the other properties of the algorithm
remained the same.

Manku and Motwani presented a one-pass algorithm [5] that give guarantees
on the minimal frequencies of found items while still having low space require-
ments O(klog (n/k)). Their algorithm uses similar approach to that of Misra-
Gries — it associates a counter with each observed item and prune the counter list
according to some special algorithm. Similar results have been also achieved by
sketch-based algorithm proposed by Charikar et al. [6]. Their algorithm doesn’t



store the individual counters, but uses a complex data structure that can esti-
mate frequencies of the infrequent items. The infrequent items are added to the
frequent items set whenever their estimated frequency exceeds some threshold.

Estan et al. [7] proposed a hash-based algorithm called a multistage filter.
The basic idea is that the frequency counters are associated with item hashes,
not the items themselves. Many items may hash to the same value, thus hav-
ing a common counter. By using multiple, independent hashing functions, the
algorithm assures the risk of false positives is very low, especially for real-world
frequency distributions.

None of the abovementioned algorithms directly addresses the problem of
data aging, that is the fact that the older items are not as important as the recent
items. The data aging can be handled by periodically reseting the counters of
a frequent item mining algorithm, so that it ”forgets” the old aggregated data.
This unfortunately disallows continuous monitoring, as the results should be
retrieved only just before the counters are reset. Besides, the same algorithm
applied to two identical streams, but having non-zero time offset between each
other can produce different frequent item sets. The solution to this problem is
using a sliding-window based algorithms like the one in [8]. However, for large
windows, their high memory requirements are a huge disadvantage.

The problem of dynamic tracking of frequent items in streams has been
recently studied by Cormode and Muthukrishnan [9]. Their work focuses on
handling database inserts and deletes, while our approach addresses more general
problem of changing frequency distribution.

4 Algorithm

Our algorithm uses low-pass filters to measure frequencies of events and a sketch
based method, similar to that presented in [7], to filter out the infrequent items
within a limited memory.

4.1 Low-pass Filters

A low-pass filter can be used to estimate a frequency of some events. This simple
idea has been borrowed from the signal theory. For each item in the stream, the
filter is given a Dirac-delta-shaped impulse on the input. It can be shown that
the value of the output signal of such filter is nearly proportional to the frequency
of the input signal, if only the signal frequency is high enough [10]. The time
constant 7 of the filter controls how fast can the output signal value follow the
input frequency and how accurate is the estimation. The greater the 7 is, the
more time is required for the filter to react to frequency changes, but the more
accurate the measurement of lower frequencies is. The filter state consists of a
single precision counter ¢ that stores the output signal value and a variable t;
storing the time, when the filter’s state was last updated. Whenever the input
impulse of value v comes to the filter, the state is updated according to the
equation:
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where t is the current time. If only the frequency of events is measured, v should
always be set to 1. Setting v to e.g. the size of a network packet would cause
the filter to estimate the size of a data flow, and setting it to the duration of
a database query execution would estimate the average database load. In the
further part of the paper we are always referring to the frequency measurement
but all the described methods are equally valid for the data flow or workload
estimation.
The output value can be calculated at any time from the equation:
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Such a filter has different properties than a simple event counter. A simple
event counter can be used to measure the frequency of events in some period of
time, but the exact result is known only at the end of the period. If a continuous
monitoring is required, then the counter must be periodically restarted. The state
of the counter reflects only the number of events seen since the time the counter
was restarted, so the frequency cannot be estimated with the same accuracy each
time. On the contrary, the low-pass filter can estimate average event frequency
at any time with the same accuracy. This enables to trace frequency changes
with higher time resolution, so that new frequent events can be discovered much
earlier. This is illustrated in the figure 1. Note that the waveform of the simple
counter is much different after the occurrence of the second impulse than the first
one, while both the sliding window (moving average) and the low-pass filter give
stable results. Both impulses are of same value and length. The restart period
of the counter, the size of the sliding window and the time constant of the filter
were set to 1.0 in this experiment.
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Fig. 1: Various techniques of average frequency measurement

The low-pass filter does not solve the stated problem exactly. The ”time-
window” is somehow ”fuzzy”. The most recent items are indeed more important
than the previous ones, but the shape of the window is not rectangular but
exponential. However, as seen in the figure 1, this would not be a large problem



in practical applications. The results obtained by using a rectangular and an
exponential windows are quite similar.

4.2 What Is Frequent and What Is Not

The simplest idea would be to associate an exactly one low-pass filter with a
one item category and choose only the k categories with the highest frequency.
Unfortunately this cannot be done, because the number of the categories N may
be huge and the frequency meters would take up too much memory. Thus only
the most frequent categories are associated with filters, one category with one
filter. The only problem is how to tell which categories should be in this set.
There must be some rules for adding new frequent categories to this set and
removing the infrequent ones. Somehow the frequencies of the infrequent items
should be estimated, too. Note that this estimation need not to be very accurate,
as we only want to decide if the item is worth being in the frequent set or not.
This estimation is done thanks to filter sharing implemented by hashing.

Consider m filters numbered from 1 to m. Each item category is hashed to
a one filter from this set. We will call this data structure a sketch. Because
M < N, more categories can hash to the same filter. Each filter in the sketch
will measure a sum of the frequencies of categories that are hashed to it. By
the frequency threshold fin,, we will understand the frequency above which a
category is considered frequent and by the mazimum frequency level fuax We
will understand the frequency that could be reached by the category if no other
categories were present in the stream. In certain applications fia.x can denote
a network connection capacity or a maximum system throughput. We will call
a filter that reports frequency above the fin, a hot filter. A cold filter is any
filter that is not a hot filter. If M > k and finy > fmax/k, only k reported
frequencies will have a chance to reach the high frequency level fiy,, for any
frequency distribution. Event frequency distributions usually follow a Zipf-like
distribution in real world applications. In these cases the number of categories
exceeding fin, will be even smaller or the fi,, can be set much lower.

The categories that hash to a cold filter cannot be frequent, so they are not
added to the frequent set. If they were frequent, they would make the filter
hot after some time. Thus false negatives are not possible. Unfortunately false
positives are possible because still an infrequent event can hash accidentally to
a hot filter and pass to the frequent set. To lower the risk of false positives, the
number of cold filters should be high. This can be achieved by setting the total
number of filters in the sketch to a value far greater than k. The only problem
is, that this solution does not scale well with the increasing number of categories
- the m must be proportional to the number of categories N.

The scaling problem has been solved by the parallel multistage filtering, an
idea introduced in [7]. Note that the word filter in that article does not have
anything to do with our low-pass filters. We will call it multistage hashing to
avoid the name clash. Instead of hashing only once and updating the state of
only one filter in the sketch, the hashing process is performed in M stages by
using M independent hashing functions. States of M filters in the sketch are



updated for each item in the stream. The event is considered to be frequent only
if all frequencies reported by each of the M filters are greater than fi,,. This
significantly lowers the probability for an infrequent event to be classified as a
frequent one. If the probability of event hitting a hot filter in each stage is p,
then the probability of hitting a hot filter M times and passing to the frequent
set is pM. Of course the size of the sketch must be now M times higher to make
this probability remain on the same level as in the one-stage version. Using m
only one or two orders of magnitude higher than s * k an having only a few
stages can yield very low false positives rates. A thorough theoretical analysis of
multistage filters can be found in the original paper [7].

4.3 Managing the Frequent Set

Each entry in the frequent set consists of an item category and its corresponding
low-pass filter. The low-pass filter is updated for each occurrence of the item of
that category in the input stream. A category is added to the frequent set if any
item belonging to that category hashes to hot filters at all stages. A category is
removed from the frequent set if its filter becomes cold and so does at least one
of the filters being hashed to in the sketch. Otherwise removing such category
would be followed by an immediate readding. Because it would be too expensive
to update all sketch filters in each iteration, the process of purging the infrequent
categories is executed only before adding a new frequent category that would
make the frequent set larger than the maximum past size of the frequent set or
whenever the user asks for the results.

4.4 Algorithm Improvements

Estan et al. proposed many improvements to the original algorithm. Some of
them can be also applied to our modified version of the algorithm.

Serial Filtering In serial filtering the event passes to the next stage only if the
values of counters at all previous stages were high enough. The event is blocked
by the first low counter and the remaining counters are not checked and not
modified. This keeps more counters in a low state (cold). Serial filtering has one
disadvantage that makes it less usable for continuous measurements than the
parallel filtering: it requires to see M times more items of the same category to
detect a new frequent item. This is due to the fact that all the counters/filters
in all stages must achieve enough high values and they must do it serially.

Preserving Entries Preserving entries is a technique introduced to improve
the accuracy of measurement of frequent items (called large flows in the orig-
inal paper). Because the original algorithm uses simple, periodically restarted
counters, clearing the frequent set after each measurement period caused that
frequent items were not counted for some time at the beginning of each pe-
riod. The optimisation was to leave the frequent items entries in the frequent



set and clear only the counters. The problem does not exists in our algorithm
as the filters are never restarted and the measurement is continuous. Thus the
improvement does not apply.

Shielding The shielding is an improvement consisting in not performing the
sketch update on each item that is found in the frequent set. This can be easily
applied in our version of the algorithm. The shielding is turned on for all items
that have a hot filter in the frequent set. The main purpose of the optimisation
is to make some hot filters in the sketch cold and reduce the probability of false
positives. The side-effect is that if the frequent item becomes infrequent for some
time, it will have to wait longer for being included in the frequent set again, as
its filters in the sketch might already become cold.

Conservative Update of Counters Instead of increasing the counters at all
the stages about the full amount, only the smallest one is increased about the full
amount and the rest is set to the maximum of the old value and the new value
of the smallest counter. This prevents counters to increase too fast and reduces
the probability of false positives even further. The technique is applicable to the
low-pass filters. The value v in (1) is set appropriately at each stage just in the
same way as it would be with simple counters.

5 Experiments

To check correctness of the algorithm, we have implemented a simple random
item generator that could generate a sequence of random items with a custom
defined frequency distribution. Generated sequences of items were given to the
input of our frequent event mining algorithm implementation. The process lasted
until several millions of items were analysed and at the end the frequent category
set was printed out. We also measured the maximum size r,., of the frequent
set during the program execution and calculated statistics of filter state values
in the sketch.

At first we checked if the algorithm was properly implemented and if it really
detected frequent categories. The Zipf distribution with exponents s € {1,2}
were used. The categories were given a rank so that the most frequent had
the rank 1, and the last had the rank N. The program printed out only the
first few categories from the set, so we concluded it worked. By setting various
parameters, we observed how the sizes of the frequent set changed. For some
settings, we could notice some false positives - the categories with very high
ranks, which could not become frequent by accident. Some results are shown in
Table 1. Every repetition of the program run with same settings did not provide
same results every time. Though the first items were always the same, various
categories were reported as the categories with the lowest frequencies. This was
due to the random character of the test. Because the most recent history of the
stream has a high importance in our solution, a generally infrequent item could



cross the threshold only for some time near the end of the experiment and be
reported as a frequent one. This was proved by reporting the times, when the
categories were added to the frequent set. The least frequent reported items were
usually added just near the end of the experiment, while the most frequent ones
— just after the beginning.

Table 1: Sample results of the test program, n = 5 x 10°, N = 10°, fuax = 1000 Hz,
7 =100 s

& fthr [HZ} m M Tmax result

1 100 1000 5 7 (1,2, 3,4,5,6,7)

1 50 1000 5 15 (17 2,3,4,5,6,7,8,9, 10, 11, 12, 13)

1 20 1000 5 37 (1,2, 3,...,24, 26, 25, 27, 28, 30, 29, 32, 31, 33)
1 50 250 2 57 (1,2,3,4,5,6,7,8,09,10, 11, 12, 13)

1 50 500 3 14 (1,2,3,4,5,6,7,8,9,10, 11, 12, 13, 14)

1 50 1500 5 15 (1,2,3,4,5,6,7,8,9,10, 11, 12, 13)

2 20 200 2 19 (1,2,3,...,9,10, 11, 12, 13, 14, 15, 16, 17)

2 1.0 200 2 26 (1,2, 3,...,17,18, 19, 20, 21, 22, 23, 25

We have also investigated, how the values of certain parameters affect the
results. Probabilities of false positives were estimated basing on the final state
of the sketch (Fig. 2). As presumed, the probability of adding an infrequent
category with a frequency only a little lower than the threshold is very high, but
below some level drops very quickly. Thus the algorithm is especially well suited
for distributions, where the number of items with very low frequencies can be
huge. The more memory is available for the sketch, the less false positives can
slip into the result. We observed a very interesting behaviour when changing
the number of stages for the fixed sketch size (Fig. 3). The number of stages
set too low may cause that, for the large values of NV, the expected value of the
number of reported infrequent categories may be high. The probability may not
fall enough quickly to compensate the increasing number of categories with low
frequencies. On the other hand, setting this number too high may cause that
the real frequency threshold may be located far below the original, intended by
the user. Note that though the probability is very high above this threshold, in
general there is no guarantee it will be equal to 1.

In the end we checked how the result set adapts to the frequency distribution
changes over time. The test program significantly lowered the probability of items
of one of the frequent categories after a half of iterations. It caused that category
to become infrequent. The program correctly removed that category from the
frequent set after some time, usually slightly exceeding 7. The same experiment
was made with adding a new frequent item. In this case a new item was detected
faster.
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6 Conclusions

The experiments proved our improved version of the multistage filtering algo-
rithm to work correctly. The algorithm gained ability to give stable results at
any time while still using very little memory just as in the original algorithm
described by Estan et al. [7]. Though it does not implement a standard, sharp-
edged sliding window behaviour, the fuzzy, exponential window seems to be
useful wherever there is a need to continuously monitor the frequent item set.

We think the modified algorithm is capable of being implemented in hard-
ware, with small static associative memory, and can be employed to analyze
network traffic at very high data rates, without a need for data packet sampling
[11]. The exponential function in the low-pass filter would not be a problem,
while good fast hardware implementations exists [12]. Unfortunately, we did not
have a possibility to implement our ideas in hardware, so this remains an open
research problem.
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