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Abstract—Software packages which perform automated detec-
tion and visualisation of website changes serve various purposes.
They are used for content monitoring in business intelligence,
securing websites against illegal hacker attacks, steganalysis,
censorship detection, network congestion and hardware failure
detection, etc. Internet websites are subject to constant changes
which reflect their natural dynamics. This characteristic be-
haviour can be traced automatically and analysed with appropri-
ate software. In this paper, a software tool called "WebGrapher”’ is
presented which implements adaptive algorithms used effectively
in cases where web page content or layout is not easily predictable
(unknown web page behaviour throughout time is expected).
Also, briefly discussed are other related software solutions.

I. INTRODUCTION

As Internet web pages are subject to different types of
changes and modifications throughout their lifetime, classi-
fication of such changes goes not as easily as one would
expect. Web page modifications result from various factors,
for example, changing advertisements and banners, generated
by active server-side scripts, which rotate regularly in constant
time intervals. In some cases, such items can be rotated in
variable time intervals adjusted in proportion to experienced
HTTP traffic. Modifications on Internet web pages are also
caused by their visitors. In most cases, such modifications
are authorized by website administrators. This can be in case
of blogging websites or other Internet portals which enable
their visitors to add comments or to post messages on forums.
This also takes place when web pages consist of such a
dynamic content as poll and voting scripts, current time or date
labels, etc. It also happens, however, that website changes may
indicate unwanted actions: a hacker’s attack which resulted in
illegal website modifications (for example changed images),
malware injections by attackers, etc. Website dynamics is also
monitored for commercial reasons. In business intelligence,
content monitoring can be used to react immediately in re-
sponse to specified changes on competitors’ websites.

Meaningful changes on interesting web pages can be de-
tected automatically, and appropriate response actions trig-
gered after a specified condition is met. In such cases, the trig-
ger can also apply search-string operations, for example, veri-
fying new product names on competitors’ websites or checking
and comparing prices. Automated detection of price changes
is a feature which can have application in monitoring prices
of traded items available at online auctions and shops. This
can help win auctions by reacting automatically in response

to observed price changes. Naturally, website modifications
remain unnoticed by many Internet users. Their analysis and
tracking, however, can bring advantages in specific operations.

II. WEBSITE DYNAMICS

Lets start from presenting few observations. In Figure 1
and Figure 2, a sample web page which consists of a dynamic
content has been presented. As we look closer into a circled
content visible at the bottom of both web pages, these two
samples slightly differ from each other.
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Fig. 1. The first screenshot of a dynamically changing website.
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Fig. 2. The second screenshot of a dynamically changing website.



As it can be observed, circled advertisements seen at the
bottom of the two web pages are not the same. This difference
also means that the html files downloaded on a client’s
computer are different as well. The difference, however, is
not radical but only minimal.

Following this observation, a graph can be constructed
which illustrates such differences. During this research such
graphs have been called A-graphs. One example of such
experiments is presented below in Figure 3.

Fig. 3. The A-graph illustrating the sets of differences ¢;.

Horizontal axis of the A-graph corresponds to time, while
vertical axis corresponds to web page changes within html files
observed at a specific time interval. The horizontal time axis,
in the presented practical implementation, illustrates i=1..60
consecutive html files which have been downloaded during
this experiment.

On the vertical axis, these html files are characterized by
changes in relation to previous files (their predecessors). The
changes are illustrated by specific values which are elements
of §; sets. The §; sets consist of numbers of file lines within
the html files which had experienced any kind of modification.

As it can be observed, usual behaviour of web pages is
that the sets of modified file lines (values on the vertical
axis) remain quite predictable for the chosen web page. There
are file lines which do change permanently, regularly, or
occasionally, but the changes remain in foreseeable constraints.

Since the vertical axis corresponds to the numbered file lines
within the downloaded html files, it is true that the maximum
value within any J; set does not exceed the maximum number
of lines within any single file of the downloaded html files.

On A-graphs it is easy to recognize various types of web
page modifications :

o Changing banners with advertisements.

o Differences between day-time and night-time rate of

change.

« Differences between rate of change on working days and

on weekends.

o Changing layouts of websites.

¢ Adding comments or messages on forums.

 Invalid HTTP server responses (sometimes found).

Not every web page is characterised by all of the above
characteristics. For example, some of web pages do change
banners periodically, while other change banners on a basis of

a number of visits. In the latter case, changes illustrated on
A-graphs are intensified during day-time hours, when visitors’
activity increases. In case of periodically changed banners,
where activity of visitors does not play any role, A-graphs
illustrate constant changes regardless of the hour of the day,
a day of the week.

III. WEBGRAPHER SOFTWARE

During research adaptive methods have been developed
to improve tracking and visualising website changes. These
methods have been later on implemented in a software called
"WebGrapher’. The software can visualise web page behaviour
throughout specified period of time, while the time intervals
can be exponential or adaptively changed to improve per-
formance of a finally configured system, depending on its
application. For example, in case of using the system for
detecting malicious website modifications done by attackers,
adaptiveness can minimize the number of so-called false-
positives.

Data collected by WebGrapher is used for analysis (specifi-
cally to a user’s needs) and also is used to depict graphs which
will visualise web page dynamics. Such graphs are generated
automatically and can serve to optimize triggering conditions
configured for alerts in the system. Such alerts inform system’s
administrators on events of special interests.

A. Graphs obtained from real websites

Obtained by WebGrapher, in Figure 4 is an illustration of a
sample web page which had been monitored for 26 days with
time interval of 1 hour. This gave 26x24=624 html files.
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Fig. 4. The A-graph illustrating web page dynamics for a 24-day period.

As it can be observed, web page modifications are char-
acterised by predictability which makes detection of changes
easier. Not always, however, website changes are easily pre-
dictable. For example, when web page layout does change, the
system has to adapt to a new one.
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Fig. 5. Web page layout modification visible on a A-graph.
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Fig. 6. Web page layout changed, illustrated by cardinality of §; sets.

B. Website layout change

In Figure 5, a sample layout change can be observed on a A-
graph. As we see during a period of the experiment, monitored
web page had changed significantly. We see it looking at areas
on the A-graph which correspond to the following html files
: 100th, 370th, 570th.

The web page monitored in this experiment appeared on a
news website, which preserved content of the web page while
changing its layout radically. Such changes are also visible on
different kind of graphs, which illustrate cardinality of ¢; sets.

C. Cardinality graphs

The cardinality graph in Figure 6, displays the number of
elements within §; sets. As it can be recognized, the significant
layout changes discussed before are clearly visible on the
cardinality graph. The bigger a change is, the higher values

on a cardinality graph. For the files 370th and 580th, there
are two peaks corresponding the mentioned layout changes.
Slightly smaller layout change is seen for the 100th file. These
are visible on the previously discussed A-graph in Figure 5.

The §; cardinality graphs created by WebGrapher also
include horizontal marker at the level of value 30, which is
average cardinality reached for the whole html data set (624
files). This is also accompanied by additional horizontal mark-
ers at values indicating standard deviation from the computed
average cardinality (30 +/- stdandard deviation).

500 | i SR : (|
P E - ) : T Do i

400 |- . -

200 I I I I I I
100 200 300 400 500 600

o

Fig. 7. The 4-week variable network traffic visible on a A-graph.
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Fig. 8. The 4-week variable network traffic visible on a ¢; cardinality graph.

Talking of examples of cardinality graphs, worth observing
are also graphs presented in Figure 7 and Figure 8. This pair of
graphs is a A-graph and its corresponding cardinality graph.
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Fig. 9. Steady and predictable A-graph.

D. Observing HTTP traffic density

In Figure 7 and Figure 8 also another typical behaviour of
web pages can be recognized. It is when detected web page
modifications depend on experienced HTTP traffic. In such a
case visible changes on web pages depend on a day of the
week. The A-graph and cardinality graph, illustrated in Fig-
ures 7 and 8, show four week long observation for an example
web page. The specific four weeks can be recognized on the
graphs, which is a result of higher HTTP traffic experienced
from Monday to Friday. This caused intensification of web
page changes due to faster rotation of advertisement banners.
On weekends the phenomenon diminished so the number of
modifications decreased. Thus, there are visible four series of
peaks which correspond to the four weeks during which the
experiment was conducted. Each burst of the peaks consists
of 7 peaks, 5 of which are higher due to being recorded at
working days, i.e., from Monday to Friday, and 2 of them are
considerably lower than others. These were recorded during
weekends.

E. Number of changes per file line

Further experiments presented in Figure 9 and Figure 10
show a transformation which can be used to improve detection
of some types of web page changes. Occurrences of web
page changes displayed on a steady A-graph (Figure 9) have
been summarized for each of html file lines and presented in
Figure 10. The transformation shows that considerable range
of file lines does not change at all. Other lines change at
a predictable rate which can be used for configuration of
notifications and alerts in the system. For example, when a
modification is detected in “no change” zone, an alert can
be triggered. Similarly, acceleration of changes in parts of
html files, where changes occurred rarely before, also can be
analysed.

The data set used in this graph can be treated as a measure-
ment tool where each of html file lines is subject to analysis.
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Fig. 10. 'Web page modifications per line number.

This indicates the rate of change per line number, where line
numbers are on a vertical axis, while rate of change value
(number of changes in specific period) is on a horizontal axis.
This is valuable information in specific operations and can be
effectively used to optimize triggering conditions for automatic
alerts in the WebGrapher system.

F. HTTP invalid responses

Longer experiments revealed that visible on A-graphs are
also failures of web services. Figure 11 illustrates a 3 and
a half month long experiment, during which six HTTP error
responses occurred. These are seen as vertical lines on the A-
graph because empty (zero byte) html files, when compared
with their predecessors, give §; sets consisting of all the
possible numbers of file lines (because all of them have
changed). Similar results where HTTP error responses were
also found are shown in Figure 12.

G. Adding content to a web page

The graph in Figure 12 consists of additional characteristic
which is its file size increasing occasionally due to forum
visitors writing comments and messages on the monitored web
page. This content, when added to the web page, made effects
visible on the A-graph. This is seen as occasionally lifting
upper layers of the A-graph.

H. Data sets

As was already said, WebGrapher uses various data sets for
both analysis and visualisation. An important feature of the
system is that the data sets can be used as input data for other
computer programs. For example, email and sms notifications
for specific anomalies detected during analysis are possible to
implement because WebGrapher administrator can integrate
his own additional applications with the base system, making
use of available data sets. Flexible features customized for
specific needs are available thanks to modular architecture
of the system. This enables user-generated scripts to run
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Fig. 11. Invalid HTTP responses visible on a A-graph.
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Fig. 12. Invalid HTTP responses and content inclusions seen on a A-graph.

any additional software to perform programmed actions. The
WebGrapher data sets are available along with precomputed
results presented on the graphs which were discussed till now.
They were the following:

o A-graphs.

o Cardinality graphs.

o Web page modification per line number graph.

IV. CONCLUSION

Visualisation methods presented in this paper show inno-
vative approach in analysing website dynamics. They explain
their behaviour throughout time, giving further inspiration and
opportunities to use the findings in other related works.

We can mention the following different software, algorithms
and research in the area of World Wide Web: website visuali-
sation and tracking systems|[1], [2], [3], [4], [S] which are used

to create, differentiate, and analyse archived website databases,
and measuring Web changes[6]. Also, there are techniques
of monitoring structured data on the web[7], including XML
documents[8], [9], [10]. For unstructured data techniques of
identifying content blocks from web documents are used[11].
The discussed solutions have various different applications,
helping web surfers to quickly identify new products, services,
and automatically detect content changes on monitored web-
sites.

Hopefully, this research has a potential to complement other
works, giving scientists additional tool matching their needs
in specific applications.
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